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Executive summary

Marketers are losing a growing share of their data. Ad blockers, browser restrictions, and consent gaps now
intercept a meaningful slice of every campaign's signal before it reaches analytics or ad platforms, and the
industry expects the trend to continue. The result is familiar: reported conversions stop matching real sales,
attribution breaks, and budget gets steered by an incomplete picture.

Server-side tracking is one response, and it brings a set of added benefits, like greater privacy-friendliness.
Instead of the browser sending data straight to dozens of vendors, it routes through a server you control, where
you can collect first, clean, enrich, and forward only what's useful and consented. That makes tracking more
accurate, more resilient, easier to govern, and more respectful of the people behind the data.

This paper walks through what server-side tracking is, what you gain from it, and why first-party data, the
asset it helps you build, only works when consent is treated as its foundation. It covers the real challenges of
adopting it, a plain-language look at how it's implemented alongside Google Consent Mode, and a simple
self-assessment to decide whether you need it.
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01 The problem: client-side tracking is breaking down

For years, digital marketing has run on a simple setup. Tags, pixels, and scripts load directly in your visitors'
browsers, and each one sends data straight to a third party: Meta Ads, Google Analytics, Google Ads, and
dozens more. It worked well enough when browsers cooperated, and users rarely blocked anything. This is not
exactly true anymore.

What changed

Browsers now actively limit tracking. Safari's Intelligent Tracking Prevention (ITP) and Firefox's Enhanced

Tracking Protection (ETP), restrict some cookies by default. 29.5% of internet users worldwide use ad-
blocking tools. These can disrupt a good part of tracking signals before they ever reach your analytics.

@ There's a common misconception worth clearing up. Google confirmed in 2025 that Chrome will not
remove third-party cookies after all. That doesn't mean the problem went away.

Safari, Firefox, and Edge already restrict them, ad blockers keep spreading, and privacy regulations
are not shrinking anytime soon. The signal loss is real regardless of what any single browser decides.
If anything, the inconsistency across browsers makes accurate measurement harder, not easier.

What it costs marketers

For most teams, the damage shows up quietly: reported conversions stop matching real sales. You make
100 sales, but Google reports 60. Budgets get shifted toward the wrong campaigns, and the cycle repeats.

9 5 O/ of data and advertising 6 'I 0/ expect it to be harder to collect
0 decision-makers expect (o) demo, user preferences, and
continued signal loss. behavior from third parties.
(o) expect measurement (RO, (o) expect their ability to use or
7 3 /O conversion trccking) and 7 2 /O access browser history or real-
optimization per campaign/ time signals to be reduced.

channel to become more difficult.

Source: IAB’s State of Data 2024
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02 The solution: what server-side tracking is

Server-side tracking flips the model. Instead of the user's browser sending data straight to every vendor, it
sends a single stream of data to a server you control. That tracking server processes the data, applies your
rules, and then forwards it to the platforms you use, like Google or Meta.

% The shift sounds small, but the difference is significant: you collect the data first, decide what
matters, clean it, and only then send out what's useful and consented. More control for you, more
privacy for your users. In practice, this gives marketers three things right away:

01 02 03

You lose less consented data to ad You improve quality by Your site loads
blockers because the browser now sends filtering, hashing, and faster, because
data to your own subdomain instead of to especially enriching data fewer scripts run
the vendor domains blockers watch for. before it goes anywhere. in the browser.

Don't worry, server-side tracking doesn't mean building a server. Most marketing teams use a
managed solution, where the provider runs the infrastructure. The server itself is handled by the
provider; what's yours is the setup that runs on it, your tracking configuration, and your rules.
Your work happens in a dashboard: managing incoming data and controlling what leaves for
each vendor.
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i Want to dig deeper? Why ad blockers exist, and what server-side actually changes

At its core, an ad blocker is known to do what its name says: stop online ads from appearing. They can
be browser extensions or protections built into the browser itself, like Safari. People have installed them
for a cleaner, faster, and more private browsing experience. Over time, most blockers extended their
reach from ads to the tracking scripts that come with them. Essentially, ad blockers stop third-party
scripts from collecting data users never agreed to:

 Server-side removes those scripts from the page altogether. What survives isn't tracking that slipped
past the blocker, but first-party measurement the user consented to, which was never what the
blocker was built to stop. The browser only talks to your own subdomain, so the request looks like
first-party traffic rather than a known tracker, and it's less likely to trip the blocklist. Your server then
forwards the data to vendors (Google, Meta) server-to-server, where ad blockers have no visibility.

 Client-side, what could happen is that legitimate, consented marketing tracking gets caught in the
same net and blocked.

In a nutshell: server-side tracking replaces third-party scripts that ad blockers can intercept (browser
to vendor) with first-party measurement they can't (server to vendor). That's also why it's such a
sustainable approach.* Instead of fighting users who are protecting themselves, you respect their
choice with proper consent and only act on the data they agreed to share.

*Some ad blockers go further and block a tracking subdomain outright once they identify that its
purpose is data collection. This is why server-side tracking makes signal loss much less likely, but not
impossible.
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HOW AD BLOCKERS IMPACT CLIENT-SIDE VS. SERVER-SIDE TRACKING

s 2
Brow_sAer 3 Ad blocker | %
Your visitor Blocks trackers
\ y,
e N
Browser N Your tracking server Vendors
Your visitor Your subdomain Google, Meta...
\ Y,

(O client-side: blocked at the browser (O server-side: allowed, then forwarded

A quick note on terminology

You'll hear both "server-side tracking” and "server-side tagging"”.

In practice, most people use the terms interchangeably, but the difference between the two is that tagging
describes the setup and tracking describes the goal.

—> Tagging refers to the containers and triggers that process events.

—> Tracking refers to what you’re measuring: user actions and conversions.

Client-side vs. server-side at a glance

Client-side Server-side ‘

Data control Low: scripts can read the whole page High: you sanitize data first
Accuracy Weakened by browsers and browser limits More complete and resilient
Performance Heavy load on the browser Minimal load, faster pages

Requires server infrastructure or a

Simple code snippet
Setup 'mp 'PP dedicated managed solution

Recurring hosting costs or subscription

Usually free .
Cost Y costs to the managed solution
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03 What you gain: benefits of server-side tracking

Moving tracking to your own server changes how much of your data survives, how accurate your reporting is,
and how much control you have over the data that leaves. The benefits fall into four areas, most of them tied
to performance, data quality, and compliance.

More accurate data and attribution

This is the benefit most marketing teams notice first. Because you can use a custom domain and set first-
party cookies through a server, your tracking holds up better against ad blockers and browser limits.

For example, Safari's Intelligent Tracking Prevention caps cookies written by JavaScript in the browser at 7
days. Cookies set by a server in the HTTP response can last longer, though Safari also caps these at 7 days
where the tracking subdomain resolves to a third party. That means that how the subdomain is configured
matters.

Durable, server-set cookies link a user’s full journey across visits, so you see which channels actually drive
conversions instead of guessing. Server-side tracking surfaces conversions that were really happening but
went unreported.

Here’s how:

@)—— @
Complete, accurate data, Ad platforms optimize Smarter More conversions,  Higher revenue
with server-side tracking on real results bidding same spend and growth

Incomplete data does the opposite: it quietly drags ROAS down by hiding conversions that actually happened.

<% Richer data

Because the event passes through a server first, you can connect that server to your own systemes, like your
CRM or order database, and add context before forwarding it. This is called server-side data enrichment.
Google's value-based bidding and conversion value rules are built for exactly this kind of input.

{_;) Faster pages

This benefit is about your own website, the pages your visitors actually load (like your homepage, product
pages, or checkout). With client-side tracking, tracking tools run their own script in the visitor's browser. There's
the Meta pixel that tells you a visitor came from your Instagram ad, Google Analytics that measures which
pages people visit and how they move through your site.

Each of these scripts adds weight the browser has to download and run while the page is trying to render,
which slows things down, especially on mobile.

Server-side tracking moves most of that work off the browser and onto a server. With fewer scripts running on
the page, your pages load faster, which means better Core Web Vitals and stronger SEO. And speed translates
directly into revenue: a site that loads in 1 second converts up to 3x better than one that takes 5 seconds.

www.iubenda.com o7
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A stronger compliance posture

Routing data through a server you control turns compliance from something you hope your vendors respect
into something you actually have much more control over.

You have more visibility and transparency over what happens with user data. The server is the one checkpoint
every event passes through before it reaches a vendor, so it's where you set the rules:

%

Collect and send only what you need.

Data minimization, sharing only the data
that's actually necessary, is a core principle
of the GDPR. Server-side makes it practical:
you forward the fields a vendor needs to
record a conversion and drop the rest,
instead of letting every script grab whatever
it can from the page.

%

Stop data leakage at the source.

Because the handoff is server-to-server, you
avoid the leakage that occurs when third-
party scripts scrape the browser for
information they are not authorized to collect.

%

Hash or remove personal data.

For each destination, you decide what leaves: strip the
field, hash it, or pass it through. Attention: hashing is
pseudonymization, not anonymization. A hashed email
is still considered personal data and needs a lawful
basis. But still, hashing limits what a vendor can do with
the field beyond the match it needs. One practical note:
each vendor sets minimum requirements for what an
event must contain to be accepted and matched, so
how much you can strip depends on the destination.

-
Keep an audit trail.

You can log every data flow, building the kind of record
regulators increasingly expect, which makes
demonstrating compliance far easier.

IN PRACTICE

To keep things concrete,
we'll use this example of
an online store running
Google and Meta ads.

More accurate data: the store loses less of its Safari and iOS conversion
data. It can finally see which channels really drive sales, and its reported
ROAS reflects what actually happened.

@ Data enrichment: the store attaches each purchase’s profit margin,

whether the buyer is new or returning (information from their CRM), and

their lifetime value. Now it can tell the algorithm to chase profit and
high-value customers, not just top-line sales.

@ Faster pages: the store's product pages load faster, so fewer shoppers

drop off while waiting.

@ Improved compliance: before sending a purchase to Meta or Google, the
store’s server forwards only the order value and a hashed identifier, and
drops the customer’'s name and email. The platforms get the conversion
they need, nothing more.

www.iubenda.com 08
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04 Before you commit: the real challenges of server-side tracking

Server-side tracking is not a plug-and-play switch. The exact requirements vary by setup and provider, so the
points below are the general picture rather than a fixed checklist, enough to decide with eyes open.

(i} DIY or managed server-side tracking?

How much of the below lands on your team depends on the route you take. Build it yourself, with your
own container and hosting, and the setup, infrastructure, and ongoing upkeep are all yours to own.

Choose a managed solution and the provider handles most of the infrastructure, so what's left for you is
generally tracking configuration and oversight via a dashboard set on a server handled by the provider.

The tracking capability is broadly the same either way. The real difference is how much of the

operational burden you carry.

There's an ongoing cost. Running a
server isn't free. Whatever the setup,
you're paying a managed solution
that takes care of that, or you're

paying to host and maintain it over
time, not just once.

It usually takes technical resources.
Getting a server-side setup running
generally means configuring server
infrastructure, a custom subdomain,
and the routing between them. Most
teams need some developer
involvement.

AN

Debugging and upkeep are less visible. Problems now live on a server

instead of in the browser, and the rules around tracking (browser policies,
ad platform APIs, or privacy requirements) keep changing, so the setup

needs regular attention. With DIY, that means working directly in the server

environment; managed solutions typically include debugging and
monitoring tools that give you the same visibility from a dashboard.

Q

The first visit is a known challenge.
On a user's very first interaction,
their consent status isn't known yet.
Getting the consent layer and the
server to talk to each other cleanly
in that moment takes careful setup,
or you risk gaps and lag.

88

More data access means more
responsibility. Server-side gives

you more visibility into the data flow.
That's a strength, but it also raises
the stakes on disciplined data
minimization. Collecting everything
you can defeats the point.

! Important reminder: server-side tracking or not, your compliance obligations stay put

Moving tracking to a server does not automatically satisfy your privacy obligations. In the EU, the

ePrivacy Directive requires consent before anything reads from or writes to a visitor's device, and the

General Data Protection Regulation (GDPR) governs the personal data you handle afterwards.

www.iubenda.com
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—> Consent is still required, regardless of where the tracking runs. Server-side changes where data is
processed, not whether you need permission to process it. The consent requirement attaches to the
moment something reads from or writes to a visitor's device, not to where the data travels
afterwards. The European Data Protection Board confirmed this directly in its Guidelines 2/2023: it

makes no difference that a tracking server, rather than an ad platform, is what receives the data.
The rule follows the device, not the data.

—> Because server-side processing is less visible to users than scripts in the browser, transparency
matters more, not less: regulations expect your consent banner and privacy and cookie policy to

explain what processing happens server-side and why each vendor receives data.

Cookies don’t disappear with server-side tracking. It just reduces how much your setup depends on
cookies. The handoff to vendors happens server-to-server, so the third-party cookies that vendor
scripts used to drop in the browser become largely unnecessary.

Your site still typically uses first-party cookies to recognize returning visitors. The difference is that a
server can set them itself, which makes them more durable than browser cookies.

In short: fewer third parties in the browser, fewer third-party cookies, longer-lived first-party
cookies. And because cookies are still in play, consent requirements stay exactly where they were.

CLIENT-SIDE

Visitor's browser
Where page activity is tracked

Vendor scripts set:
Meta pixel, GA tag Sends data N Vendors

Google, Meta...
( Ist-party cookies )

<3rd-p0rty cookies)

SERVER-SIDE

Visitor's browser
Where page activity happens

Server sets:
Sends events .
i Tracking server , | Vendors
Ist-party cookies Your subdomain Google, Meta...

3rd-party cookies:
largely reduced
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05 First-party data: the strategic layer

Server-side tracking is the plumbing. First-party data is the reason it matters. All the benefits we’ve seen so far,
including recovering lost conversions, enriching events, controlling what leaves, adds up to one strategic shift:
building a data asset you actually own, instead of renting signals from third parties that are disappearing.

What first-party data is

First-party data is information you collect directly through your own channels: your website, your apps,
registration and login flows, e-commerce transactions. Because you gather it yourself, with the user's
knowledge, it's more reliable and more privacy-friendly than third-party data.

IN PRACTICE

The store’s first-party data is its account sign-ups, purchase history, email subscribers, and on-site
behavior. Server-side tracking is how it collects and activates that data reliably, even when browsers

and blockers get in the way.

It's also the asset that holds up as 71% of brands, agencies, and publishers are actively increasing
third-party signals shrink. That's why: their first-party datasets, nearly double the rate of two years ago.
And the priority isn't new. Back in 202], Nine out of ten marketers considered first-party data important to
BCG already found that: their digital marketing programs.

@ Why server-side and first-party data go together

A first-party data strategy is only as good as your ability to collect and use the data consistently. This is
exactly what server-side tracking provides: a durable way to capture owned data, set long-lived first-
party cookies, and feed clean signals to the tools that need them.

The payoff from getting this right is well documented. Back in 2021, BCG already found that: companies
that link all their first-party data sources generate 50% more incremental revenue from a single ad
placement, communication, or outreach, and see twice the improvement in cost efficiency, compared
to companies with more limited data integration.

Why many first-party data initiatives still underdeliver: the consent problem

Here's the catch most teams miss. Consent. First-party data is only valuable if you can do three things with it:
collect it lawfully, activate it across your tools, and reuse it over time. Consent decides all three. As Andreea
Mandeal, CMO of iubenda, puts it for the IAB Tech Lab, without a reliable consent framework, first-party data
“cannot be confidently used by any team downstream.”

When consent is fragmented or poorly enforced, data can't move cleanly between your tools, and compliance
risk builds up over time.

www.iubenda.com n
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IN PRACTICE

The store collects thousands of email sign-ups and purchases. But if consent wasn’t captured
clearly, or the record of it never reaches the tools that depend on it, that data can’t be used for
targeting, lawfully or technically. The asset exists on paper, but the store can't activate it.

Consent is the foundation, not a formality

The fix is to treat consent as live infrastructure that does real operational work, rather than a box you tick once
at setup. In the best setups, it acts as the gatekeeper that decides.

&=—
[ L = il
Which cookies and When tracking is Which vendors are Whether data can be reused
identifiers can be set allowed to start allowed to receive data later for analytics, advertising,

or personalization.

% Organizations that get this right centralize permission management, apply the right rules by region,
pass consent signals consistently to every downstream system, and keep an auditable record of who
agreed to what. This is also where server-side and consent reinforce each other: your tracking server
only forwards data the user agreed to share, so enrichment and activation stay on solid ground.

Your tracking server Activation

@ orant? Your subdomain — ; -
Consent layer L Analytics ads, personalization
User — Valid consent
Your visitor via your CMP R e
Miegy No data sent

Tracking blocked

=

. Rl
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06 The honest self-assessment: do you need server-side tracking?

Before you invest in server-side tracking, run a quick gut check against the questions below.

Ask yourself

& Do you spend on ads and need accurate conversion data to optimize campaigns?

™ Compare the conversions your ad platform reports with what you actually sold. Do the numbers line up?
™ Does accurate attribution drive real budget decisions, not just reporting?

™ Are you building a first-party data strategy you need to activate reliably?

™ Do you already collect data through a proper consent layer?

—> If you answered yes to several of these, server-side tracking is likely worth the investment now. The
signal to watch most closely is the gap between reported and real conversions, because that's where
wasted budget hides.

—> It may not be the right moment if if your analytics needs are basic and you're not running ad spend, or if
you lack the technical resources and aren't ready to use a managed solution that handles most of the
complex work for you. The same goes if you don't yet collect data through a consent layer.

% That last point matters most. Consent is the foundation everything else rests on, so if it isn't in place,
start with a consent management platform (CMP), the piece that captures each visitor's choice and

feeds it to your tracking.

That connection is the whole game, which is why solutions that handle both the consent layer and
server-side tracking, like iubenda, save you from stitching two systems together.

Check out iubenda’s server-side tracking solution for a quick setup

07 A plain-language look at implementation

The goal of a well-rounded setup is working accurately with the data you're allowed to use, and modeling
intelligently for the data you're not. Two pieces are central here, and they work best together:

— Server-side tracking, which captures events via a server and forwards clean signals to your platforms.

—> Google Consent Mode, which models conversions for unconsented users.

Here's what putting that in place generally looks like.

www.iubenda.com
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Setting it up, step by step

Before we get into the steps, it helps to picture where this all happens. Today your tracking runs in the visitor's
browser. Server-side moves most of it to a server running in the cloud, and the data travels like this:

i Vendors
Brows'er 3 Subdomain 5 Your cloud server 3
Your visitor Your own Filters, enriches, blocks GA4, Meta CAP,
before forwarding Google Ads

The user’s choice )
Consent in

Your CMP
Consent signals

01 Setupthe server layer. This is the new piece: a tracking server running in the cloud rather than in the
browser. You can set this up and host it yourself, or use a managed solution where the provider runs the
server for you, so you skip the infrastructure work.

02 Point a custom subdomain at it. Create a subdomain on your own domain (like analytics.yourdomain.com)
and route it to that server with a DNS record. Because the subdomain is yours, the data collection is like first-
party traffic, which is what makes it resilient to ad blockers and browser limits.

03 Connect your CMP. Wire your consent signals into the server so nothing fires before a user has made their
choice. This is the step that keeps the whole pipeline honest.

04 Decide what gets through. On your tracking dashboard, define what to filter, enrich, or block before any data
is forwarded to a vendor.

05 Connect your destinations. From the server, send events on to the platforms you actually use: GA4, Meta
CAPI, Google Ads, and the rest.

06 Run both setups in parallel. Before you switch fully, run server-side alongside your existing client-side
tracking for a week or two and compare. Server-side should report closer to your actual sales.

07 Monitor and maintain. Check consent signals, data flows, and what each vendor receives, then keep an eye
on it as platforms and rules change.

www.iubenda.com 14
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@ Who needs to be in the room

Server-side tracking involves marketing, engineering, and legal, so it's worth knowing who does what
before you start. With a managed solution, the technical load shrinks considerably, but the same
functions still need a voice.

MARKETING TECHNICAL LEGAL
4 N\ 4 N\
Marketing analysts Developers Legal & compliance
Scope data and events Handle setup and integration Consent, laws, and vendors
- J . J
4 N\ e N\
Performance marketers Data engineers
Tie to campaign goals Enrich and monitor data
. J \. J

Google Consent Mode: more accurate measurement

Server-side tracking helps you recover signal. Consent Mode makes sure you recover it the right way. It tells
Google how to behave based on what each user chose on your consent banner:

—> Accept, and tracking runs normally.

—> Decline, and Google receives limited, cookieless signals instead of nothing at all.

Consent Mode v2 works with 7 signals, of which analytics_storage, ad_storage, ad_user_data, and
ad_personalization, tell each tag what it's allowed to do. And in its advanced setup, Consent Mode lets
Google send cookieless pings even when consent is denied, so its systems can model the conversions you
can't directly measure, based on patterns from users who did consent.

% So the two split the work. Server-side tracking captures as much of your consented data as possible,
the part that's usually slipping away. Consent Mode covers what's left: for users who decline, it fills
the gap through aggregate modeling rather than individual tracking.

Together they give you a fuller picture of performance, and both still depend on your CMP to capture
valid consent in the first place. This is what privacy-aware measurement looks like in practice. You're
measuring responsibly, honoring user choices while still understanding how your marketing
performs, which is essential to your growth.

The good news is that most CMPs already come with Consent Mode built in, so you're not wiring this
together from scratch.

www.iubenda.com
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8. iubenda: better tracking, built-in compliance

The sweet spot between privacy and performance.

Performance Privacy ‘

Get back the conversions that were happening

One checkpoint replaces dozens of third-party

but going unreported scripts in the browser
« Feed cleaner and richer signals to the platforms » Few vendors touch raw user data

and optimize your spend * You decide exactly what each vendor receives
« Lighten the scripts that slow your pages down » Consent signals are more respected and visible,
+ Get a better understanding of your consent rate for enhanced transparency

By now the pattern is clear. Server-side tracking gives you back the signal you're losing, but it only holds up if
consent travels with the data. Most tools treat those as two separate jobs: they hand you the tracking and
leave the compliance to you.

iubenda’s approach closes that gap. It's server-side tracking and consent management working as one
system, so the two are never out of sync. With iubenda’s CMP:

. Your consent settings apply automatically, so you don't need extra configuration.
. Consent is enforced at the source; region-specific legal requirements apply per user.
Every event carries a record of the choice behind it, so only consented data is processed.

. Comes with Google Consent Mode built-in and integrates with all major ad platforms.

Server-side tracking that starts with consent

| stonnow <2
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